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DETAILED ACTION 

1 . Applicant's arguments filed Jun 23, 2008, have been fully considered. 

2. Claims 20-34 are pending and have been examined. Claims 1-19 have been 
cancelled. 

Response to Amendment 

3. Applicant's arguments with respect to the prior art have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 102 

4. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

5. Claims 20-34 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Quere(US 2003/0131250). 

Regarding claims 20 and 31, Quere teaches 

an access method for an apparatus to gain access to a specific area of a 
memory device, said specific area being assigned an area number, the method 
comprising the steps of (abstract): 

first transmitting designation information from the apparatus to the memory 
device, said designation information designating an access area in the memory device, 
and including the area number of the access area, an access start offset in the specific 
area associated with the area number and a size of data to be accessed (par.57-59, 
initialize prior to command with addresses); 
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second transmitting verification information generated based on the designation 
information, together with a processing command / verification data obtained by 
encrypting the designation information using the verification key, together with a 
processing command, from the apparatus to the memory device, after first transmitting 
the designation information (par. 64-77, command field w/ cryptographic information); 

verifying the verification information using the designation information / and the 
verification key at the memory device (par. 63-77, command field w/ cryptographic 
information, hash, signature )j_and 

executing the processing command when the verification succeeds at the 
memory device ( par. 63-77, verification of signature data). 

Regarding claim 21, Quere teaches 

an access method for an apparatus to gain access to a specific area of a 
memory device, said specific area being assigned an area number, the method 
comprising the steps of (abstract, par 58): 

sharing, by the apparatus, a verification key with the memory device (par. 63-77, 
cryptographic information); 

first transmitting designation information from the apparatus to the memory 
device, said designation information designating an access area in the memory device, 
and including the area number of the access area, an access start offset in the specific 
area associated with the area number and a size of data to be accessed (par.57-59, 
initialize prior to command with addresses); 
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second transmitting verification data obtained by encrypting the designation 
information using the verification key, together with a processing command, from the 
apparatus to the memory device, after first transmitting the designation information (par. 
64-77, command field w/ cryptographic information); 

verifying the verification data using the designation information and the 
verification key at the memory device (par. 63-77, command field w/ cryptographic 
information, hash, signature)j_and 

executing the processing command when the verification succeeds at the 
memory device ( par. 63-77, verification of signature data). 

Regarding claims 22 and 32, Quere teaches 

an access method for an apparatus to gain access to a specific area of a 
memory device, the method comprising the steps of (abstract): 

sharing, by the apparatus, a verification key with the memory device (par. 63-77, 
cryptographic information); 

requesting, by the apparatus, transmission of random numbers to the memory 
device; transmitting, by the memory device, random numbers to the apparatus (par. 63- 
77, cryptographic information, fig. 2b); 

first transmitting designation information from the apparatus to the memory 
device, said designation information designating an access area in the memory device, 
and including the area number of the access area, an access start offset in the specific 
area associated with the area number and a size of data to be accessed (par.57-59, 
initialize prior to command with addresses): 
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second transmitting verification data obtained by encrypting verification 
information including the random numbers and the designation information, together 
with a processing command, from the apparatus to the memory device, after first 
transmitting the designation information (par. 64-77, command field w/ cryptographic 
information); 

verifying the verification data using the random numbers, the designation 
information and the verification key at the memory device (par. 63-77, command field w/ 
cryptographic information, hash, signature)j_and 

executing the processing command when the verification succeeds at the 
memory device ( par. 63-77, verification of signature data). 

Regarding claim 23, Quere teaches 

a memory device whose data of a specific area is read and written by an 
apparatus, said specific area being assigned an area number, the memory device 
comprising (abstract); 

a processing command receiver that receives designation information including 
the area number, an access start offset in the specific area associated with the area 
number and a size of data to access and designating an area to access and receives 
verification information generated based on the designation information and a 
processing command including a command for read or write (par.57-59, initialize prior to 
command with addresses); 
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a designation information verifier that performs verification processing on the 
verification information using the designation information (par. 63-77, command field w/ 
cryptographic information); 

a storage area that stores data (par.91-92, memory); 

a storage area access section that performs read or write from/in a designated 
area of the storage area according to the command for processing, when the verification 
processing succeeds (par. 138-1 45, I/O operations and crypto operations to protect 
data/command); 

a data transmitter that transmits data read by the storage area access section to 
the apparatus (par.90-92, interface); and 

a data receiver that receives data to write from the apparatus (par.90-92, 
interface). 

Regarding claim 27, Quere teaches 

an information apparatus that reads and writes data to a specific area from/in a 
memory device, said specific area being assigned an area number, the information 
apparatus comprising (abstract): 

a designation information determiner that determines designation information 
including an access start offset for reading and writing data from/in the specific area, a 
size of data for performing read and write and the area number and designating the 
access area (par.57-59, initialize prior to command with addresses); 
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a verification information generator that performs processing for generating 
verification information based on the designation information (par. 63-77, command field 
w/ cryptographic information, hash, signature); 

a processing command transmitter that transmits the designation information to 
the memory device and separately transmits the verification information and a 
processing command for reading or writing data (par.90-92, interface, par.138-145, I/O 
operations and crypto operations to protect data/command); 

a data transmitter that transmits data to the memory device when the processing 
command is write (par.90-92, interface); and 

a data receiver that receives data from the memory device when the processing 
command is read (par.90-92, interface). 

Regarding claims 24 and 28, Quere teaches wherein, the designation 
information verifier generates random numbers in response to a request by the 
apparatus, holds the random numbers and transmits the random numbers to the 
apparatus (par. 63-77, cryptographic information, fig. 2b). 

Regarding claims 25 and 29, Quere teaches wherein the designation 
information verifier performs the verification processing using the verification information 
and a verification key (par. 63-77, command field w/ cryptographic information, hash, 
signature). 

Regarding claims 26 and 30, Quere teaches a verification key sharing section 
that shares the verification key with the apparatus (par. 63-77, command field w/ 
cryptographic information, hash, signature). 
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Regarding claim 33, Quere teaches wherein the specific area is a security 
protection area to which an access from an outer apparatus is restricted (par.41-42, key 
memory). 

Regarding claim 34, Quere teaches wherein the processing command is a 
command for reading out or writing a data in the specific area (par.138-145, I/O 
operations and crypto operations to protect data/command). 
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Conclusion 

6. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

7. A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David Garcia Cervetti whose telephone number is 
(571 )272-5861 . The examiner can normally be reached on Monday-Tuesday and 
Thursday-Friday. 

9. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on (571)272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

1 0. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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